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$GLOBALS
$_SERVER
$_GET
$_POST
$_REQUEST
$_FILES
$_SESSION
$_ENV
$_COOKIE
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$_SERVER

phpinfo();




$_GET

forum.php?board=10&post=2
$ GET[ ‘board’ 1=10
$_GET[ ‘post’ ]=2




$_POST

<form action= “login.p
hp method= “post” >
<input type= “text” na
me= “username” />
<input type= “passwor
d” name= “passwor
d” />

<input type= “button”
value= “ 32" >
</form>

<?php

$username = $ POST[ ‘use

rname’ |;

$password = $_POST[ ‘pas

sword’

$success=mysql_query ( “S

ELECT * FROM users WHER

E “username = ‘$userna

me’  AND “password "=
‘$password’ " );




SQLEA

SELECT * FROM users WHERE “username” = ‘hack’ ;" AND password = ‘f
ake’ ;

SELECT * FROM users WHERE “username” = ‘hack’ ; DROP TABLE users;” A
ND password = ‘fake’ ;




addslashes

$password = addslashes($_POST[ ‘password’ ]);
hack’ ; =>hack\’ ;




$ REQUEST

$_REQUEST = array_merge($_GET, $_POST);




$_FILES




$_SESSION




$_ENV




$_COOKIE
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